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About Fastman

* An authorized OpenText Technology Partner
* 14+ years in business
* Offices in North America, Australia, Asia, and Europe

* Focused OpenText Content Suite Partner

* Products target access and permissions, data management, and
digital/electronic signatures
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Some Current Customers
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Be Proactive with Information Security

* The practice of protecting information by mitigating information
and data risks.

Typically involves preventing or at least reducing the probability of
unauthorized access, use, disclosure, deletion or corruption

|s about process and control.

Runs in parallel with its close cousin cyber security (which focusses
on the network and prevention of infrastructure-based attacks).

Reference: ISO 27000
e “CIA” Triad - Confidentiality, Integrity, Availability

CALIFORNIA
CONSUMER
PRIVACY
ACT OF 2018
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The Issue

Content Suite / Extended ECM has very powerful access
and security capabillities

But...
* Itis not transparent

» Costs of maintaining it
can be high

* Policy can be hard to
enforce

* Risk of non-compliance
remains
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Security and Permissions in OTCS is complex!

opentext” | Content Suite

; opentext" | Extended ECM
Secgnty Hardening Administration P |
Settings

Application
Security

Architecture

Permission Model Authentication

Data Security

N\ [

Records
Management

Object Engineering Users and
Permissions Permissions Groups

PII Identification

Archive Data
Server Sovereignty

Metadata Brava! Directory
Permissions Permissions Services

Object Type Rights Security Search
Validation Management Clearances Permissions .
/5 / Integration
. . User
Anti-Virus Digital Rights Privileges [ REST / SOAP ]
Management >

Reports & [ Auditing ] [ Logging ] [ WebReports J [ Content ]

. ] Intelligence
Monitoring
Splunk H Analytics
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And is becoming more complex!
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What Are Our Customers Asking For?

* Support for growing —
requirements around MANAGER

¢ VO I u m e ’ The only solution for OpenText Content

Suite and Extended ECM users that
are serious about the security of their

Syste m comp le xity T | B
Records Management
Implementation and Support
Cloud certification
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New Features

* Supporting large numbers of related items

* Customers are increasingly dealing with access control requirements
across many hundreds of thousands of related items

* Permissions Manager already supports collections

* Now added support for these large volumes of content inside
collections

* Transport support for Permissions Templates
* Design, test, deploy across Dev/Test/Production
* Synchronize to permissions design and deployment

>/ Fastman 10
- ‘“~“—@© " F



Building on Existing Advanced Features

* Manage permissions across
collections

E Project files and folders collection v ©

@ C O I I e Ct re I ate d CO n te nt re g a rd I e S S Of Permissions Overview for: Project files and folders collection )
I O Cati O n < Copy Permissions - Rollback Permissions (@ Copy () Replace
. . [ Name
* View, search, change, replace, edit b

permissions on one, many, or all items in T ———
a collection

D @ Project Charter Document
|} Enterprise » ] Fastman Products (Demos) » .. » ] Gladstone LNG

* Leverage standard Permissions Manager
functions
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New — Support for Large Collections

opentext-| Content Suite Platform ce204

Enterprise v  Personal v Tools v Admin v  MyAccount v @ «

min Home )

* New ‘Entire Collection’ button # colectont +

Permissions Overview for: Collection

Selects all items T s o
Implies sub-items

Respects limits e
Normal cascade options remain ) g e s e

Pag i n ateS LE| A discovery by AgResearch scienfisis could have a major impact on New Zealand doc

® Enterprise + 1 Ullites + | Maintenance + _| Gladsione + | Meeting Minutes

/ & Adiscovery by AgResearch scientists could have a major impact on New Zealand doc v
DEnherpriaenl_] Utiities + _J Maintenance + ] Gladstone + ] Cosfing

€] Amethane to heir madnest doo
(P Enterprise + 1 Utiites + | Mainienance + ] Gladsiane + LI Casting

&) Amethane to their madnest doc v
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Do You Really Want to???

opentext | Content Suite Platform

Enterprise ~  Personal ~ Tools ~ Admin v  MyAccount ~ @ ~

¢ ‘Real, Ccou nt Of ItemS "% ltems to copy permissions to

Copy Permissions From Test Callection

* vs. displayed count =
& @  Test Collection fentie collecion)
. B t p Summary:
y y e (Eel E:Ioclmsant.rw:'e G:::;
£ Folder 203

o I n CI u d eS al I t 8 worktiow Attachments
y p e S @ webRepart 2

Erom Template

M LiveRrepont

4 Form Ik,
@ urL
(3 Workfiow Map L
[Z2Unknown Unknown 5
[ Transmittal List &
[ pusiness Warkspace 4
=& Related Business Workspaces 3
7 Email Folder 3
!ﬁ Project Workspace 2
B Project 2
[ custom view 1
] category 1
> Enterprise Workspace 1
# Collection 1
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Respects Admin Controls

® AI | Owed n u I I I be r Of The size of this hierarchy is 3011. The maximum hierarchy size for permissions copy actions is 1000.
L]
items

Status

* Allowed Types
Error - Cannol copy permissions 1o Llarged item. Targel permissions are nol editable.

Skipped Reason

Skipped - The item is marked as Official or Confidential and cannot be updated.

* Skipped Reasons

Skipped - The item is marked as Official or Confidential and cannot be updated
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Building on Existing Advanced Features

* Permissions Templates and Virtual

PermISSIOnS DQ Permissions Templates Volume -~
* Work with ‘virtual’ permissions sets
across all of Permissions Manager @ﬂD‘*ﬂ E‘*ﬂ” gusiirell OOl seall I e
functions, including collections O Base CorpSany
O Base DocControl v
* Save and share saved Permissions O Base Logs v
] Base Operations v
Templates O & Customer A Templates v U
L & Personal Permissions Templates v
’ Persona”y B Copy Sy Mov % Managed Move 3% Delete £} Zip & Download
* Within teams
* Across the organization
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New — Transport support for Templates

* Support Dev / Test / Prod lifecycle

== fli
&y Permissions Templates Volume v

Pulse From Here By copy TyMove 3 Delete BT Zip & Download [ Zip & Email LEmailLink 5a Print @ Collect | @@ Addlo Warehouse ]F:n]
R
Al Users My Colleagues —| Type Mame * =
~ B HR Policy ~
There are no items to display. J =] Permission Template
|

B Personal Permissions Templates

HE ] Transport tests v
Bycopy Tgmove 36 Delete B3] Zip & Download [ Zip & Email LEmaliLink 5 Print  §# Collect 8 Add to Warehouse

4 jtems

>/ Fastman 16
- ‘“~“—@© " F



Validation

* Two levels
* Template access itself
* Access lists / permissions within the Template

Original object dependencies

Type Field Original name/value Current namefvalue Exists in workbench Exists in instance Status Actions
Assigned Aecess HR Auditors ° Mot faund
Permissions Manager Template - Assigned Access HR Auditors e Mot faund
Permissions Manager Template - Group DEMO-G-Human Resources DEMO-G-Human Resources o Deployable @
Permissions Manager Template - User Ministrator, Admin (¥ Q Mot found
Owner Admin Admin Q Deplayable
Owner Group DEMC-C-HUMANRESOURCES(HR) DEMO-C-HUMANRESOURCES(HR) 0 Deployable @

Parent HR Policy (V] Deployabie (CEat )
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Validation

* Two levels

* Template access itself

* Access lists / permissions within the Template

Original object dependencies

Dependency must be deployed first

Type Field  Onginal namefvalue Current name/value Exists in workbench  Exists in instance Status Actions
Assigned ACcess HR Auditors HR Auditors o Deplovable
Permissions Manager Template - Assigned Access HR Auditors HR Auditors ° Deployable Edit
Permissions Manager Template - Group DEMO-G-Human Resources DEMO-G-Human Resources o Deployatie
Permissions Manager Template - User Ministrator, Admin Admin o Deployable
Owner Admin Admin ° Deployable
Owner Group DEMO-C-HUMANRESOURCES(HR) DEMO-C-HUMANRESOURCES(HR) o Deployable
Parent HR Paolicy
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Summary

* Collections now supports large numbers

* Normal admin controls apply

* Highly relevant to Business Workspaces / Extended ECM but also to
classic OTCS systems

* Permissions Templates now ‘transportable’

* Included under maintenance in next release of Permissions
Manager

* Certified for OTCS and Extended ECM 20.n
* ‘Should be’ compatible with earlier versions (no issued reported)
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Which Takes us Back to..

To ensure information is secure, users are not
disenfranchised, and costs are contained

< Bl Secured ltems v Advanced Functions

Show Effective Permission | Enter User/Group Name... Additional Permission Shown v
Security Clearance Level P

Supplemental Markings
- .

e \\Qe‘ e Qe.“
& & o

v e S You need a
« comprehensive
and proven tool
o built for purpose

Name User or Group

All Staff Letter 3 Admin FirstName Admin Lastname
L% DefaultGroup (24)
& Public Access
[} Fastman Staff (Delete) 259219
[ Sam Crocker

B~ <~ <

European Privacy Data (> Admin FirstName Admin Lastname
[ DefaultGroup 4)
& Public Access
[} Fastman Staff (Delete) 259219
[ Sam Crocker

Ch, O P

Financial Records 2019 [+ Admin FirstName Admin Lastname
L4 DefaultGroup (24)
&p Public Access
[ Fastman Staff (Delete) 259219
[ Sam Crocker

PRSP aS
L O S T T T O O N O S SR T

<

Merger and Acquisition Memorandum L Admin FirstName Admin Lastname

>/ Fastman 20
- ‘“~“—@© " F



The Bottom Line

Fastman Permissions Manager remains the leading product to meet
the Access and Permissions challenge for OpenText Content Server
and Extended ECM

Increases its effectiveness as
a risk and compliance
platform

Increases ROI, lowers
deployment and support
costs
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